
Exercise – Research Project 
 
A researcher is requesting approval for a study project that looks at the impact of hospital 
consolidation on treatment prescription.  The study will examine two types of consolidations:  
horizontal mergers between hospitals in the same service area, and vertical merger between 
health providers and health insurance plans to see if the hospital changes their service offering 
and prescribing after the merger and whether it leads to social welfare gain. 
 
The data will be stored utilizing a local departmental server and accessed by 4 researchers and  
2 doctoral students.  
 
The data is obtained from the California Office of Statewide Health Planning and Development 
and will include geographic subdivisions smaller than a state level including city, county, street 
address, and zip codes.  The data will also include dates directly related to the individual 
including date of birth, and health care service dates.  Individual patient data will not be 
released. The data is aggregated at the hospital or insurance level.  The data covers a time span 
of 14 years with approximately 56 million records. 
 
The project has IRB approval and may be subject to UW Madison HIPAA Policies and the 
California’s Office of Statewide Health Planning and Development Committee for the Protection 
of Human Subjects Data Security Requirements.   
 
The following page provides a sample of the risk registry.  The template has been populated 
with the observed risks.  Complete the following instructions for each identified risk. The Risk 
Analyst at your table will facilitate the discussion.  
 

1. Review the observation and potential threats for each risk.   
2. Score the impact if the threat is realized. Use the impact matrix listed in the Risk Scoring 

instructions.  
3. Score the probability, or likelihood, of the threat occurring. Use the likelihood matrix 

listed in the Risk Scoring instructions.  
4. Multiple the results for the impact score and the likelihood score.  



Gap Observation and Threat Example Risk 
Likelihood 

Risk 
Impact 

Total 
Risk 

Unpatched server Use Qualys Vulnerability Management software, 28 servers were 
identified to be three or more cycles behind the most current patch.  
Three of the severs were identified to have critical vulnerabilities that 
could be remotely exploited without authentication to the device.  

   

The system does not have 
documented procedures to create 
and review information system 
audit logs, access reports to 
monitor, alert, and respond to 
potential cybersecurity incidents.  
 

It has been identified that people in the department monitor 
sporadically.  There is an informal procedure that is not written down. 
There is no defined backup for when the primary technologist is on 
vacation or in training.  The identified backup, upon investigation, was 
unfamiliar with the monitoring and alerting.  
 
The threat is that a managed laptop that has triggered an alert that 
malware may have potentially been executed on the device during a 
period when the primary technologist is on vacation.   

   

The department does not process 
requesting for removing access in a 
timely manner.  

Departmental IT identified that they do not receive notification from 
HR when staff leave or change employment.  A user audit identified 23 
staff who left employment and still retained access to restricted and 
sensitive data.  
 
Threat Example: A former employee’s username and password has 
been compromised by a cybercriminal organization.  They can gain 
access to collected human subject research data.   

   

The system does not have 
established procedures with 
supporting business processes and 
technical measures implemented for 
the secure disposal and complete 
removal of data from all storage 
media, ensuring data is not 
recoverable. 
 

Departmental staff have a process for securely disposing of IT media.  
Departmental staff were unaware of the process.   
 
Threat Example: Devices containing restricted or sensitive data can be 
sent to SWAP and resold still containing data. 

   

 


